INDEeD @

MyanmI)aKTngaﬂ ayTeHTmbuKau,un
U ynpaeneHiie AOCTYMNOM B ( Mrlal-mu

KomnnekcHble pelueHus Ha 6a3e nporpammMHbix npoaykToB Indeed Identity
| nosBonalT KOHCONMAUPOBaATHL NpoLeAypbl YNpaBeHus, NpefoCcTaBeHUs
U NoNyyYeHus poctyna B MHPpopMaLMOHHbIE CUCTEMbI NPeANnpUATHUS.

MoaaepxnBaembie MeToAbl ayTeHTUGUKaLUn:

BuomeTpusa

= OTneyaTok nanbLua

* PUcyHOK BEH nagoHemn
= 3D reomeTpusa nuua
=[onoc

(owapT-KapTo) n ToKensi
= KasTokeH
= PyTokeH
= HID Cresendo
= Indeed AirKey Enterprise
= I MHOTVE apyrue

Hpemmyu.l,eCTBa peweHnA:

@ OpHopasoBble Naponu

= SMS
= OTP 6penkn
= [lpunoxeHne Ha cmapTdoHe

BeckoHTaKTHble KapTbl

= EM Marine

= Mifare

= HID Prox

=HID iClass

= I MHOIME apyrue

= BoinonHeHwne TpeboBaHun perynsatopos PCI DSS

= IuTerpaunsa ¢ cuctemamm ynpasneHumsi goctynom (IdM)

= [locTyn K uHcpopmaumm, HeobxoamMmon Ans paccneaoBaHni

= CoKpalleHne pacxogoB Ha conpoBoxaeHue NT-uHdpacTpykTypbl

= OpgHa y4€eTHaaA 3anncb Ana AocTyna KO BCEM VIHCbOpMaLI,I/IOHHbIM cucrtemam

BOJIEE

20

cnoco6os
ayTeHTU(UKaLUm

CBDbILLE

200

YyCneLwHbIX
BHeApeHMM

YXKE

1MJIH

3aLUULLLEHHbIX
pa6ounx MecT



Jinnenka npoaykToB Indeed Identity

INDEED ENTERPRISE AUTHENTICATION @ @

3ameHa naponen Ha CTPOryto U MHOrO(aKTOPHYHO
ayTeHTI/Id)I/IKaU,I/II-O, aBToOMaTu4eckKoe UcnoJsiHeHune
pernameHTOB focTyna K UT-cuctemam KoMnaHuu.

= CTporasi ¥ ycuneHHasi ayTeHTudUKaums npu gocTyne K MK

= CTporasi u yCuneHHasi ayTeHTUPUKaL s B TEpMUHANIbHOM
pexwuMe paboTtbl (Remote Desktop, VDI, Citrix)

= YcuneHHasn ayteHTudmukaumsa B Outlook Web Access
= YcuneHHas ayteHTudmkaumsa Ha RADIUS cepeepe

= )XypHanupoBaHue AenCTBUIN afMUHUCTPATOPOB
“ nosib3oBaTenen

INDEED WEB AUTHENTICATION

@E@®

JocTyn K web-npnnoXeHnam ¢ NoOMOLLbIO eANHOMN
HaZeXHOM TEXHONOrMM ayTeHTUuduKauumn 6es
MHOrOKpaTHOro BBOZAA JIOTMHOB M NMaposien.

= CTporasi ¥ ycuneHHasi ayTeHTUhUKaLms Npu JocTyne B
web-NprIoXeHNs C pasnnyHbIX YyCTPOUCTB

= CKBO3Has ayTeHTUbUKaLWs Nonb3oBaTenei Npu JocTyne
B Web-NpUoXeHNs C pasnnyHbIX YyCTPOUCTB

= AyauTt [encTBMN agMUHUCTPATOPOB U Nosib3oBaTenen
Unterpauums c uenesbimu Web-npunoxeHnamm:

= SAML 2.0

= Web API

INDEED CARD MANAGMENT

YueT u ynpaBneHue cMapT-KapTamu, TOKeHaMu 1
undpoBbiMKU cepTudMKaTaMmn Nosib3oBaTenen Ha
npeanpuaTUm.

* YnpaBfeHWe XXU3HEHHbIM LIMKIOM KJTHOUYEBbIX HOCUTeNewn
= YyeT CK3W, ucnonbayemblix Ha NpeanpuaTun

= XXypHanvpoBaHue v ayauT felcTBUN afMMHUCTPATOPOB U
nonb3oBaTenen C K/oYeBbIMU HOCUTENAMM

= ABTOMaTM3aLus NPOLECCOB YrpaBieHUsi cepTudukatamm
nosnb3oBaTenen

= Pe3epBHOE KOMMPOBaHWe KJI0YeBO MHopMaLmm

" I'Ipep,OCTaBneHme COTpyAHMKaM MexaHu3mMa
CaMOOGCJ'IY)KI/IBaHVIFI Ana onepatuBHOIO pelleHnsa
OCHOBHbIX 3afia4 UCMONIb30BaHNS KJIKOYEBbIX HOCUTENEN

www.terralink.kz

k

INDEED ENTERPRISE SINGLE SIGN-ON

ﬂ,OCTyFI COTPYAHNUKOB KOMMaHUN KO BCEM

kopriopaTuBHbIM T cuctemam 63 MHOFOKPaTHOTO
BBO/a JIOTMHOB U Maponein.

= CTporasi v ycuneHHas ayTeHTuduKaLus npy foctyne
B MPUIIOXKEHUS

= CKBO3Has a)ITeHTVI(bVIKaLI,VIH B NPUJTOXXEHUAX

= CTpOFaH N CKBO3HasA ayTeHTI/ICI)VIKaLWIFl B MPUNOXKEHNAX
B TEPMUHANbHOM pexkume paboTbl (Remote Desktop,
VDI, Citrix)

= )XypHanupoBaHue AeiCTBUA afMUHNCTPATOPOB
n nonb3oBaTenen

INDEED AIRKEY ENTERPRISE

BupTyanbHasi cMapT-KapTa, NO3BOMSAIOLAs BbINMOMHATD
MOJIHbI Habop onepaLuii, AOCTYMHbIA annapaTHbIM
KJTHOYEeBbIM HOCUTENSAM, 6e3 3aTpaT Ha CMapT-KapTbl U
TOKEHbI.

= 9neKTpoHHO-LUndpoBas NOAMUCH JOKYMEHTOB
= LndposaHue 1 pacumdpoBka AaHHbIX
= [1ByxdakTopHasa ayTeHTudbuKaLmsa nonb3osaTenemn

= BbinonHeHne onepauui no ctaHpgaptam PKCS#11,
Microsoft CryptoAPI

= OpraHu3auus goctyna B pexxume Single Sign-On

Moanep)KnBaemMble KpunTorpapuyeckune anropuTmbi:
RSA, SHA-1, AES, TOCT P 34.10-2001, TOCT P 34.11-94,
FOCT 28147-89

AcTaHa
+7 (717) 224-87-47

Anmarsl
+7 (727) 232-1-555

TerraLink KazaxctaH
info@terralink.kz



